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COMMUNICATION

ABUSIVE EMAIL

The Secretariat has been made aware that emails were recently sent using abusively for
instance the name of the Executive Secretary of the Basel, Rotterdam and Stockholm conventions or
other staff as its author, a misleading sender’s name, or a misleading email address. A sample of such
an email is set out in the annex I to this Communication.

The Secretariat hereby wishes to alert all Parties and signatories to Basel, Rotterdam and
Stockholm Conventions, Basel and Stockholm Convention Regional and Coordinating Centres,
participants to the 2015 meetings of the conferences of the parties to the Basel, Rotterdam and
Stockholm conventions and Permanent Missions to the United Nations in Geneva to this abusive
behavior. We advise that you do not reply or forward the message, not open any attachment or
transmit personal information requested in the email. On our side, we report such abuses to the
administrator of the email and website systems.

In the future, may we respectfully suggest that you check the email address of the sender by
inspecting the message headers (see annex II with step by step guide to read message headers from
most of emails softwares). If the message comes from the Secretariat, the sender will be using an
address with one of the following domains: “@brsmeas.org” or “@unep.org” or “@fao.org”,

“@pic.int”, “@pops.int” “@basel.int”. In addition, you may wish to contact the Secretariat
(alejandro.montero@brsmeas.org) through a separate email in the event you have doubts about the
origin of a message. Finally, your cooperation is welcome should you wish to inform us of the
reception of such abusive email, again through a separate email including the header of the abusive
email, so we may alert the broader conventions’ commu; report it of the administrator of the
email and website systems.

UNITED NATIONS

We thank you in advance for your '@eﬁ%ﬁ.‘ RONMENT ( k
PROGRAMME )
(GENEVA)

Secretariat of the Basel, Rotterdam and Stockholm ntions
Geneva, 27 July 2015
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To:

cc:

Parties and Signatories to Basel, Rotterdam and Stockholm Conventions

Basel and Stockholm Convention Regional and Coordinating Centres

Participants to the 2015 meetings of the conferences of the parties to the Basel, Rotterdam
and Stockholm conventions

Observers to the Basel, Rotterdam and Stockholm Conventions

Permanent Missions to the United Nations in Geneva
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Annex [: abusive email

“From: COP SYNERGIES [mailto:martin42ll6@comcast.net]
Sent: Thursday, July 23, 2015 4:20 PM
Subject: Important Document

Hello Delegates

Thank you for your participation at the The twelfth meeting of the Conference
of the Parties to the Basel Convention (BC COP-12). As promised, attached are
some of our conference deliverable, research report and recommendations by the
Programme Committee which you are required to sign.

Rolph Payet
Executive Secretary of the Basel, Rotterdam and Stockholm Conventions”




Annex Il — How to inspect email message header to determine if it is a fraud

How to get the SMTP headers in MS Outlook 2007:

1. On the Outlook 2007 inbox right-click the suspected message.
2. Select "Message Options" from the drop-down menu:
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3. Onthe "Message Options" dialog the SMTP headers can be found inside the "Internet
headers" box:



e Options




How to get the SMTP headers in the Gmail web client:

1. On Gmail Inbox click (open) the suspicious message.
Click on the dropdown array to the right of the message text.
3. Select the "Show Original" option:
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How to get the SMTP headers in the Yahoo web client:

1. On the yahoo inbox select the suspicious message.
2. Click the "More ..." dropdown arrow
3. Select "View Full Headers"
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2. Click on the More link
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How to get the SMTP headers in the Hotmail, Live, Outlook.com web clients:

1. On the Hotmail inbox right click on the suspicious message.
2. Select "View Message Source" option
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Sample SMTP headers from Gmail:
Delivered-To: aljndrmntro@gmail.com

Received: by 10.31.50.22 with SMTP id y22csp59446vky;
Fri, 24 Jul 2015 07:31:58 -0700 (PDT)
X-Received: by 10.152.36.41 with SMTP id
n9mr140959501aj.79.1437748317870;
Fri, 24 Jul 2015 07:31:57 -0700 (PDT)
Return-Path: <alejandro.montero@brsmeas.org>

—

by mx.google.com with ESMTPS id
ky3s1i76615911ab.173.2015.07.24.07.31.57

for <aljndrmntro@gmail.com>

(version=TLSvl cipher=ECDHE-RSA-AES128-SHA bits=128/128);

Fri, 24 Jul 2015 07:31:57 -0700 (PDT)
Received-SPF: neutral (google.com: 212.203.125.12 is neither permitted
nor denied by best guess record for domain of
alejandro.montero@brsmeas.org) client-1ip=212.203.125.12;

Authentication-Results: mx.google.com;
spf=neutral (google.com: 212.203.125.12 is neither permitted

nor denied by best guess record for domain of
alejandro.montero@brsmeas.org) smtp.mail=alejandro.montero@brsmeas.org
Received: from EMAIL.conventions.pic.int ([10.56.128.12]) by
email.conventions.pic.int ([10.56.128.12]) with mapi id
14.02.0387.000; Fri,

24 Jul 2015 16:28:14 +0200

Content-Type: multipart/mixed;

boundary=" 000 C2645AF8D8009A47BCA779901B708A130B0846emailconvent

ionsp "

From: Lalantha Sirisenage <Lalantha.Sirisenage@brsmeas.org>

To: Aljndrmntro <aljndrmntro@gmail.com>

Subject: Sample Mail Headers

Thread-Topic: Sample Mail Headers

Thread-Index: AdDGHP1GyQbjOiesRm+HwnCMgMLSig==

Sender: "Alejandro L. Montero" <alejandro.montero@brsmeas.org>

Date: Fri, 24 Jul 2015 14:28:14 +0000

Message-1D:
<C2645AF8D8009A47BCAT79901B708A130B0846@email.conventions.pic.int>

Accept-Language: en-US



Content-Language: en-US

X-MS-Has-Attach:

X-MS-TNEF-Correlator:
<C2645AF8D8009A47BCAT779901B708A130B0846R@email.conventions.pic.int>
x-originating-ip: [10.56.128.64]

MIME-Version: 1.0

-- 000 C2645AF8D8009A47BCAT7T79901B708A130B0846emailconventionsp
Content-Type: text/plain; charset="us-ascii"
Content-Transfer-Encoding: quoted-printable

Sample Mail Headers

-— 000 _C2645AF8D800SA47BCAT779901B708A130B0846emailconventionsp
Content-Disposition: attachment; filename="winmail.dat"
Content-Transfer-Encoding: base64

Content-Type: application/ms-tnef; name="winmail.dat"

eJ8+IiMnAQaQCAAEAAAAAAABAAEAAQeQBgAIAAAASAQAAAAAAADOAAEJGAEATIQAAAEQWR]
QOxNjAx
MTVDNzUZ2NEVBOTgwQ]jVCNJASR]kzRTBBABWHAQ2ABAACAAAAAGACAAEFgAMADgAAANSHBW
AYAA4A
HAAOAAUAQQEBITIADAA4AAADEBWCAGAAOABWADgAFAEIBAQiABWAYAAAASVBNLklpY3Jvc2
9mdCBN
YW1sLk5vdGUAMQgBBIABABQAAABTYW1wbGUgTWEFpbCBIZWFkZXJzAOEGAQOQBgA4EWAASW
AAAATIB

fwABAAAAQWAAADxDM]YONUFGOEQ4MDASQTQ3QkNBNzcS50TAXQ] cwOEExMzBCMDgONkB1bW
FpbC57

-— 000 C2645AF8D800SA47BCAT779901B708A130B0846emailconventionsp —-—

Note the line highlighted in green. email.conventions.pic.int (email.pic.int. [212.203.125.12]) is
the secretariat's email server address and as such must appear as the first server in the
headers' server chain.

The two lines highlighted in yellow show that the actual sender was
alejandro.montero@brsmeas.org who sent the message on behalf of
Lalantha.Sirisenage@brsmeas.org. For this reason your email client will most probably show
Lalantha.Sirisenage@brsmeas.org in the from box.

That means that if a spammer send you a message with the following headers:

From: "Rolph Payet" <Rolph.Payet@brsmeas.org>

gender: "Spammer" <spammer@somedomain.org>

Your mail client will show the message as coming from Rolph Payet rather than from the

spammer delivering the message. The "send on behalf of" SMTP feature is often employed by
spammer to impersonate someone else.
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